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§Reading: 3.5.6
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TCP

§Understand TCP congestion management

§Trace how TCP sets up a connection

§Trace how TCP terminates a connection

§Be aware of TCP’s many complications
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§TCP uses a “three-way handshake” to establish connections
§Client sends an initial SYN message

§ Initial sequence number for clientàserver is specified

§Server responds with a SYN/ACK message
§ Clientàserver sequence number is confirmed in ACK
§ Serveràclient initial sequence number is specified

§Client sends an ACK message
§ Serveràclient sequence number is confirmed in ACK
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§ SYN – conn. start, synchronize seq#

§ FIN – conn. close, no new data from 
sender

§ RST – reset conn. (rejected 
connection)

§ ACK – indicate that ACK # is set
§ PSH – sender pushed the 

accumulated send buffer

§ URG – segment contains “urgent” 
data; combined with urgent data 
pointer, points to the data to be 
delivered before other data.

§ ECE – ECN-Echo, indicate ECN 
capability

§ CWR – congestion window reduced
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32 bits

For information only, you will not be 
tested on the format of the header



Opening a connection:
Client opens connection

Step 1: client end system sends TCP 
SYN control segment to server with an 
initial sequence number (ISN)

Step 2: server receives SYN, replies 
with SYN/ACK with server ISN

Step 3: client receives SYN/ACK, 
replies with ACK and may include data
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Solution: use randomly chosen initial sequence numbers



§The side that wants to terminate sends FIN message
§ Other side responds with ACK

§The other side will also send a FIN message
§ It may not send it immediately, since it may have more data to send
§ The peer also responds with an ACK

§Alternative: connection reset (RST message)
§ Usually used if other side misbehaves or if disconnection or too 

many timeouts are detected
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§ SYN – conn. start, synchronize seq#

§ FIN – conn. close, no new data from 
sender

§ RST – reset conn. (rejected 
connection)

§ ACK – indicate that ACK # is set
§ PSH – sender pushed the 

accumulated send buffer

§ URG – segment contains “urgent” 
data; combined with urgent data 
pointer, points to the data to be 
delivered before other data.

§ ECE – ECN-Echo, indicate ECN 
capability

§ CWR – congestion window reduced
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32 bits

For information only, you will not be 
tested on the format of the header



Closing a connection:
Client closes connection

Step 1: client end system sends TCP 
FIN control segment to server

Step 2: server receives FIN, replies 
with ACK. Some time later, it closes 
connection, sends FIN.
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Step 3: client receives FIN, replies with 
ACK. 

§ Enters “timed wait” - will respond 
with ACK to received FINs 

Step 4: server receives ACK. 
Connection closed. 

Note: with small modification, can 
handle simultaneous FINs.
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§Slow start congestion window details
§Nagle’s algorithm (delayed sends)
§Delayed ACKs (only send half the ACKs)
§ “Silly Window Syndrome”
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§ ICA48
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